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ABSTRACT

One of the most significant changes in international trade law and logistics is the
digitalization of global maritime shipping. This article discusses the implementation of
blockchain-enabled customs clearance, artificial intelligence-based port automation,
and loT-based vessel tracking by major maritime centers such as Rotterdam, Singapore
and Shanghai to modernize an industry that transfers 80 per cent of global business by
volume. It is based on a summary of recent empirical research and the argument that
effective digital transformation does not only need the adoption of technology but also
the co-evolution of legal frameworks, governance institutions, and collaborative
ecosystems. The paper outlines three structural areas that are essential in this change:
technological infrastructure, institutional structures, and collaboration among the
stakeholders. It compares and contrasts the divergent regulatory approaches of the
major ports, including Singapore regulatory sandbox and Shanghai regulatory state,
and assesses their implications to the cross-border data sovereignty, cargo liability, and
antitrust law. Special attention is paid to the legal issues of artificial intelligence in
maritime operations, such as the lack of accountability in Al-assisted navigation, the
inapplicability of the current admiralty law to assign responsibility to autonomous
systems, and the consequences of the Al Act of the European Union to high-risk
autonomous vessels technologies. The paper also takes into account the geopolitical
aspects of maritime digitalization, which is how the disruption of the Strait of Hormuz in
2026 reveals the underlying reliance of digital shipping routes on the freedom of
navigation and the stable legal environment. It concludes that the ports and jurisdictions
most likely to be at the forefront in the next decade will be those that consider legal and
institutional infrastructure as preconditions of, not byproducts of, technological

investment.
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I. INTRODUCTION: THE $4 TRILLION METAMORPHOSIS

When the container ship “Ever Given” blocked the Suez Canal for six days in March 2021, it
exposed a paradox deep at the heart of global trade: an industry moving 90% of world commerce
by volume?! still relied on paper-based documentation, manual cargo tracking, and analog
coordination systems that Maersk CEO aptly described as "shockingly outdated."? The incident
catalyzed what maritime economists now recognize as the most significant transformation since
Malcolm McLean's containerization revolution of 1956, which signified the wholesale
digitalization of maritime logistics.

Yet this transformation raises complex legal and operational questions that extend far beyond
mere technological adoption. As major shipping hubs from Rotterdam to Singapore race to
implement blockchain-enabled customs clearance, Al-driven port automation, and loT-based
vessel tracking, they are simultaneously redefining centuries-old legal frameworks governing
bills of lading, cargo liability, and cross-border data sovereignty. This article examines the
digitalization strategies emerging from leading maritime hubs, with particular attention to the
legal infrastructure, artificial intelligence applications, and policy innovations that distinguish

successful implementations from costly failures.
Il. THE STRAIT OF HORMUZ CONUNDRUM: A CURRENT EXAMPLE
Why Shipping Cannot Afford to Wait

The case for digitalization transcends operational efficiency. A 2024 study analyzing 488
publications on intelligent maritime shipping identified three converging pressures driving the

industry's digital transformation: regulatory mandates, economic imperatives, and environmental

ICasella Bruno, Bolwijn Richard, Moran Daniel D. and Kanemoto Keiichiro, “Improving the Analysis of Global
Value Chains: The UNCTAD-Eora Database” (2019) 26(3) Transnational Corporations Journal, available at:
https://ssrn.com/abstract=3624082

2Frankie Youd, “Maersk’s Methanol Mission: A Greener Future for Shipping”, available at: https://www.ship-
technology.com/features/maersks-methanol-mission-a-greener-future-for-shipping/
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accountability®. The International Maritime Organization's 2023 Net-Zero Framework imposes
legally binding greenhouse gas intensity targets, with non-compliant vessels facing penalties of
up to $380 per tonne of CO: equivalent*. These regulations make digital emission management

tools essential, not optional.

Economically, the stakes are equally compelling. Research from the World Maritime University
demonstrates that major shipping companies investing in digitalization: including CMA CGM,
Hapag-Lloyd, and Ocean Network Expressreport motivation patterns centered on three
objectives: increasing competitiveness (cited by 83% of firms), reducing operational costs
(67%), and meeting customer expectations for transparency (58%)°.Notably, these companies
view digitalization not merely as process automation but as fundamental business model

transformation, what organizational theorists term "digital servitization."®

1. LESSONS FROM ROTTERDAM, SINGAPORE, AND SHANGHAI

Rotterdam: The Platform Ecosystem Model

The Port of Rotterdam's trajectory offers perhaps the most comprehensive blueprint for digital
transformation. Beyond deploying automated stacking cranes and predictive berth allocation
systems, Rotterdam has architected a collaborative digital ecosystem that integrates 30,000+
stakeholders through open APIs and standardized data protocols.” This approach addresses what
scholars identify as the shipping industry's "fragmentation barrier”, which is the tendency toward

proprietary systems that create data silos.®

%Y. Zou, G. Xiao, Q. Li and S.A. Biancardo, “Intelligent Maritime Shipping: A Bibliometric Analysis of Internet
Technologies and Automated Port Infrastructure Applications” (2025) 13(5) Journal of Marine Science and
Engineering 979, available at: https://www.mdpi.com/2077-1312/13/5/979

4International Maritime Organization, IMO Net-Zero Framework Regulations (IMO, 2025)

%Y. Ichimura, D. Dalaklis, M. Kitada and A. Christodoulou, “Shipping in the Era of Digitalization: Mapping the
Future Strategic Plans of Major Maritime Commercial Actors” (2022) 2(1) Digital Business 100022, available at:
https://www.researchgate.net/publication/358538717 Shipping_in_the era of digitalization Mapping_the future s
trategic_plans of major_maritime commercial actors

H. Makkonen, S. Nordberg-Davies, J. Saarni and T. Huikkola, “4 Contextual Account of Digital Servitization
through Autonomous Solutions” (2022) 102 Industrial Marketing Management 546, available at:
https://www.sciencedirect.com/science/article/pii/S0019850122000372

"M. Heikkila, J. Saarni and A. Saurama, “Innovation in Smart Ports: Future Directions of Digitalization in
Container Ports” (2022) 10(12) Journal of Marine Science and Engineering 1925, DOI: 10.3390/jmse10121925.
8E. Tijan, M. Jovi¢, S. Aksentijevi¢ and A. Pucihar, “Digital Transformation in the Maritime Transport Sector”
(2021) 170 Technological Forecasting and Social Change 120879, DOI: 10.1016/j.techfore.2021.120879.
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Legally, Rotterdam's innovation lies in its governance framework. The port authority established
a neutral platform operator model that separates infrastructure provision from data monetization,
addressing antitrust concerns while ensuring equitable access. This structure has proven
particularly effective for implementing blockchain-based cargo release systems, where 17 pilot
projects achieved an average 40% reduction in document processing time while maintaining

GDPR compliance through privacy-preserving cryptography®.
Singapore: Regulatory Sandbox Innovation

Singapore's approach demonstrates the critical role of regulatory flexibility. The Maritime and
Port Authority of Singapore (MPA) pioneered the use of "regulatory sandboxes” that permit
controlled testing of technologies, including autonomous vessels, drone-based inspections, and
Al-driven port state controlbefore formal rule amendments.’® This methodology has enabled
Singapore to address the legal vacuum surrounding autonomous ships, where the International
Convention for Safety of Life at Sea (SOLAS) requirements for "continuous lookout"”

fundamentally conflict with unmanned operations.

The MPA's legal innovations extend to data governance. Singapore implemented a tiered data
classification framework distinguishing between operational data (freely shareable), competitive
data (conditionally shareable), and security-sensitive data (restricted). This taxonomy, codified in
the Maritime Singapore Green Initiative 2.0, has become a template for other jurisdictions

grappling with the tension between data-driven optimization and trade secret protection®?.
Shanghai: State-Directed Digital Integration

Shanghai's Yangshan Port automation project, operational since 2017 with 130 automated guided

vehicles and 116 remotely controlled cranes, exemplifies the state-directed model of

°T. Jensen, J. Hedman and S. Henningsson, “How TradeLens Delivers Business Value With Blockchain
Technology” (2019) 18 MIS Quarterly Executive 221, DOI: 10.17705/2msqe.00018.

1OM. Lambrou, Artificial Intelligence in Shipping: The State of Digital Innovation (1st edn., Routledge, 2025), DOI:
10.4324/9780429452666.

11E, Charamis, D. Charamis, G. Kyriakopoulos and S. Ntanos, “The Growth of Maritime Communications and
Technology Related to the Trends in the Shipping Industry: A Financial Perspective” (2025) 13(4) Economies 99,
DOI: 10.3390/economies13040099.



ILW Journal of Law and Research Volume I Issue VI | ISSN: 3107-7587

digitalization!?. The port's integration with China's "Maritime Silk Road" digital infrastructure
illustrates how digital shipping corridors can function as geopolitical instruments, not merely

commercial platforms.

The legal implications are profound. Shanghai's system mandates data localization requirements
that conflict with the cross-border data flows essential to global logistics. A 2024 study found
that such digital protectionism increases cross-border route scheduling delays by 17% and
imposes an estimated $8.4 billion in annual compliance costs on international carriers.*® This
tension between digital sovereignty and supply chain efficiency represents one of the defining

legal challenges of maritime digitalization.

IV. ARTIFICIAL INTELLIGENCE: THE NEW SHIP'S CAPTAIN?

Al Applications Transforming Maritime Operations

Artificial intelligence has evolved from peripheral optimization tool to core operational system in
modern shipping. Leading applications identified in recent literature include:*

Predictive Maintenance Systems: Machine learning algorithms analyzing sensor data from
engines, thrusters, and auxiliary systems can predict equipment failures with 85-90% accuracy,
reducing unplanned downtime by 30-40%. NYK Line's partnership with Orca Al to implement
automated situational awareness demonstrates this capacity, with the system processing multi-
modal sensor inputs (radar, AlS, visual cameras) to provide real-time collision avoidance

recommendations®®.

Autonomous Navigation: While fully autonomous transoceanic vessels remain developmental,

Al-assisted navigation is already operational. The Yara Birkeland, the world's first crewless

2K.-L. Yau, S. Peng, J. Qadir, Y. C. Low and M. Ling, “Towards Smart Port Infrastructures: Enhancing Port
Activities Using Information and Communications Technology” (2020) IEEE Access, DOI:
10.1109/ACCESS.2020.2990961.

13S.A. Alavi Borazjani, A. Bengue, V. Chkoniya and M. Shafique, “An Overview of Critical Success Factors for
Digital Shipping Corridors: A Roadmap for Maritime Logistics Modernization” (2025) 17(12) Sustainability 5537,
DOI: 10.3390/su17125537.

14p, Agarwala, S. Chhabra and N. Agarwala, “Using Digitalisation to Achieve Decarbonisation in the Shipping
Industry” (2021) 5(4) Journal of International Maritime Safety, Environmental Affairs, and Shipping 161
174, DOI: 10.1080/25725084.2021.2009420.

15K. Kutsuna, H. Ando, T. Nakashima, S. Kuwahara and S. Nakamura, “NYK’s Approach for Autonomous
Navigation — Structure of Action Planning System and Demonstration Experiments” (2019) 1357(1) Journal of
Physics: Conference Series 012013, DOI: 10.1088/1742-6596/1357/1/012013.
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electric container ship, uses Al-driven path planning that integrates weather forecasting, traffic
patterns, and dynamic obstacles to optimize routes in real-time, achieving a 12-15% reduction in

fuel consumption.®

Port Optimization Algorithms: Hamburg's HHLA terminal employs deep learning for container
dwell time prediction, using historical patterns to forecast when containers will depart and their
likely transport mode, enabling dynamic yard optimization that increased throughput by 6%

without infrastructure expansion®’.

V. LEGAL CHALLENGES IN Al ACCOUNTABILITY

The increasing reliance on Al systems surfaces complex liability questions inadequately
addressed by existing maritime law. When an Al-recommended route deviation leads to cargo
damage or collision, traditional legal frameworks assigning fault to the master or owner face
unprecedented challenges. The "black box™ nature of neural network decision-making

complicates the burden of proof requirements in admiralty courts.

Recent proposals suggest introducing a "digital personhood" framework for Al systems in
shipping, analogous to corporate personhood, that would assign limited liability and establish
mandatory insurance requirements. The European Union's proposed Al Act includes specific
provisions for high-risk Al systemswhich would encompass autonomous vessel navigation,
requiring conformity assessments, risk management systems, and ex-post monitoring*®.Whether
these regulations will achieve global harmonization or fragment into jurisdictional

inconsistencies remains the central policy question.

The integration of artificial intelligence into maritime operations has exposed significant gaps in
existing frameworks of legal accountability, particularly as liability increasingly arises from
opaque, data-driven failures and cyber-physical wvulnerabilities rather than traditional

navigational errors. The International Maritime Organization has indicated that existing liability

1%Hamburger Hafen und Logistik AG, “HHLA Implements Machine Learning for the First Time to Increase
Productivity” (10 July 2020), available at: https://hhla.de/en/media/news/detail-view/hhla-implements-machine-
learning-for-the-first-time-to-increase-productivity

7T, Banyai, A. Béanyai and 1. Kaczmar (eds.), Supply Chain (IntechOpen, London, 2022), DOI:
10.5772/intechopen.98060.

18European Commission, Proposal for a Regulation of the European Parliament and of the Council Laying Down
Harmonised Rules on Artificial Intelligence (Artificial Intelligence Act) COM (2021) 206 final.
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conventions may extend to Maritime Autonomous Surface Ships, yet uncertainties remain
regarding certification, attribution of fault, and the role of remote operators and algorithm
developers in the absence of an onboard master. These concerns are intensified by cyber risks
such as AIS spoofing and GPS manipulation, which can mislead Al systems into unsafe
decisions, thereby complicating the allocation of responsibility among shipowners, software
providers, and flag states.®

Further complexity arises from the doctrine of seaworthiness, which remains a non-delegable
duty under precedents such as The Muncaster Castle, even where Al systems are developed by
third parties. This creates a fragmented liability structure involving shipowners, remote
operators, and technology vendors, while existing rules under the International Regulations for
Preventing Collisions at Sea remain inherently human-centric and difficult to reconcile with
algorithmic control. Emerging regulatory approaches, including shared liability models and the
proposed MASS Code, seek to address these gaps through standards on testing, certification, and
cyber resilience, alongside evolving insurance mechanisms for algorithmic risks. However, the
absence of clear principles on causation and due diligence indicates that traditional fault-based

admiralty law remains inadequately equipped to address Al-driven maritime operations.?

VI. THE CRITICAL SUCCESS FACTORS: ATRIPARTITE FRAMEWORK

Research synthesizing 488 publications on digital shipping corridors identifies seven

interdependent success factors, which can be organized into three overarching domains?:

Technological Infrastructure: Digital twin technology, 5G connectivity, 10T sensor networks,
and edge computing capabilities provide the foundational layer. However, technical maturity

alone proves insufficient without corresponding organizational capabilities.

BInternational Maritime Organization, Regulatory Scoping Exercise for the Use of Maritime Autonomous Surface
Ships (MASS); Lagvardou et al., ‘Risk Sensitivity Analysis of AIS Cyber Security through Maritime Cyber Risk
Assessment’ (2024); UNCTAD, Maritime Autonomous Surface Ships: A Critical ‘MASS’ for Legislative Progress
(Transport Newsletter No. 97, 2022); Vassallo, ‘Autonomous Ships and Liability Issues: Maritime Law Will Need
to Evolve’ (2024).

20The Muncaster Castle [1961] AC 807 (HL); Lloyd’s Register, Maritime Autonomous Surface Ships: Regulatory
and Legal Analysis (2024); IMO Maritime Safety Committee, Roadmap for the Development of a MASS Code
(MSC 108, 2024); IMA, ‘Al and Autonomous Ships: Redefining Risk in Marine Insurance’ (2025).

2L Alavi-Borazjani et al. (2025), supra note 12.
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Institutional Frameworks: Regulatory harmonization, cross-border data agreements, and
cybersecurity protocols create the legal scaffolding enabling digital operations. The
misalignment between IMO standards and national implementations creates what scholars term
"regulatory fragmentation,” costing the industry an estimated $230 million annually in

duplicative compliance??.

Collaborative Ecosystems: Perhaps most critical is the shift from hierarchical supply chains to
networked platforms. The failure of Maersk's TradeLens blockchain initiativedespite technical
sophisticationdemonstrates that technology cannot compensate for inadequate stakeholder buy-in

or governance design?®.

VII. LOOKING FORWARD: THE 2030 DIGITAL SHIPPING LANDSCAPE

The trajectory toward 2030 suggests three plausible scenarios for digitalized shipping, each with

distinct legal implications:

The "Port Ecosystem™ scenario envisions port authorities as neutral platform operators
fostering open innovation and data sharing. This model, exemplified by Rotterdam, requires

antitrust frameworks that distinguish infrastructure provision from service competition.

The ""Logistic Chain Alliance™ scenario sees vertical integration where shipping lines control
both vessels and terminal operations through digital platforms. This concentration raises market

dominance concerns requiring updated merger control standards.

The ""Global Closed Platform' scenario, potentially led by e-commerce giants like Amazon or
Alibaba, could create walled-garden logistics systems optimizing internal supply chains at the
expense of smaller participants. This scenario would necessitate digital market regulation

analogous to platform governance debates in other sectors.

VIII. CONCLUSION: NAVIGATING LEGAL SEAS IN DIGITAL WATERS

The digitalization of global shipping represents more than technological modernization, it

constitutes a fundamental restructuring of maritime commerce, legal frameworks, and

22|chimura et al. (2022), supra note 4.
ZJensen et al. (2019), supra note 8.
24Heikkila et al. (2022), supra note 6.
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geopolitical relationships. The experiences of leading maritime hubs reveal that successful digital
transformation requires more than installing sensors and algorithms; it demands reimagining
centuries-old legal doctrines around cargo liability, customs procedures, and cross-border data

flows.

As the industry navigates toward its 2050 net-zero targets, artificial intelligence and digital
technologies offer indispensable tools for achieving decarbonization while maintaining the $14
trillion in annual trade value that flows through maritime channels. Yet technology alone cannot
resolve the tension between digital sovereignty and supply chain efficiency, or between

algorithmic optimization and human accountability.

The ports that emerge as leaders in the next decade will be those that recognize digitalization as a
socio-technical system requiring coordinated evolution of technology, law, and governance. For
legal practitioners, policymakers, and maritime stakeholders, the challenge is not merely
adopting digital tools but constructing the institutional frameworks that enable these tools to
generate equitable, sustainable, and legally sound outcomes.
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